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Why medical devices, legacy systems and IoT in healthcare 
are this year’s biggest security threats
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The Internet of Medical Things (IoMT) has disrupted the future 

strategy of healthcare organizations and market segments as 

we know it. Leveraging IoMT — a network of medical devices 

and applications connected to a healthcare IT system —  has the 

power to unleash countless opportunities in diagnosing, treating 

and managing a patient’s health and wellness, and holds the key 

to lowering cost while improving quality of care.

However, as the number of connected devices invariably 

grows, so does the cybersecurity risk. Major security breaches 

are a significant challenge for healthcare organizations, and 

with the increase in high-profile hacks and hospitals’ growing 

dependence on IoMT devices, cybersecurity is now of absolutely 

critical importance.
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THE HEART  
OF THE PROBLEM

The prevalence and complexity of attacks on healthcare 

organizations — as well as the risk to patient confidentiality and 

safety — means providers are coming under fire when it comes 

to medical device security. Due to recent attacks, including 

the WannaCry ransomware attack, lawmakers have outlined 

the severity of cybersecurity issues plaguing legacy software 

and equipment. The FDA has also issued recommendations for 

device manufacturers, but companies aren’t required to follow 

these guidelines since they’re not legal mandates.

Ultimately, due to lack of consequences and zero legal 

ramifications, there’s no incentive for manufacturers to add 

provisions around medical device security within their contract 

language. Healthcare organizations are then left to deal with the 

aftermath, which can include serious financial penalties and a 

tarnished reputation. 
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A NOT-SO-GREAT 
LEGACY

Healthcare organizations believe that manufacturer-related issues 

stemming from legacy devices are the primary source of their 

security woes. Because digital technologies age faster than their 

physical counterparts — which typically have a long product life 

cycle — outdated equipment and software are creating serious 

cybersecurity vulnerabilities for both hospitals and patients.

Currently, manufacturers don’t allow customers to troubleshoot 

and patch their own devices, and will even go so far as to void 

warranties if they do. Compounded with lack of encryption, hard-

coded credentials and lax security controls, and there’s little that 

healthcare organizations can do to mitigate risk where legacy 

devices are involved. Another frustration are the constraints placed 

on healthcare providers by a lack of support from manufacturers, 

including recommendations that conflict with patient care.
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https://www.splunk.com/blog/2017/05/13/steering-clear-of-the-wannacry-or-wanna-decryptor-ransomware-attack.html
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BEST PRACTICES

Putting aside manufacturer-related vulnerabilities, organizational 

gaps can also hamper security. Providers that have ambiguous 

security ownership, as well as poor asset or inventory visibility, 

are at the greatest risk of a breach, according to the KLAS/
CHIME benchmarking report. 

Establishing a centralized security strategy is a key way for 

healthcare organizations to preempt potential threats and bridge 

existing gaps across their operations. Much of the latest security 

technology — whether it’s a SIEM system or a full-fledged security 

operations center (SOC) — can help identify medical device 

vulnerabilities, enabling healthcare providers to stay ahead of the 

curve and fend off potential threats.

In order to put your best foot forward, visibility across your 

organization’s infrastructure and security stack is absolutely 

critical, especially when it comes to monitoring suspicious activity 

on your network. Imprivata, a healthcare IT security company, is 

just one example of what can happen when a company actively 

works to employ best practices — allowing for cross-functional 

collaboration, streamlined compliance and auditing, as well as 

swift disaster recovery and business continuity.

NURSE YOUR 
SECURITY  
BACK TO HEALTH

So how can healthcare organizations secure IoMT systems from 

the threat of cybersecurity attacks, and what’s the best approach 

for defending patient privacy and IT systems? As healthcare 

providers brace for the impact of IoMT, they’re deciding to go 

back to basics, ensuring that their IT enterprise systems have 

near 100 percent up-time, are protected against security threats 

and are scalable as healthcare groups continue to grow. Machine 

data is helping these organizations improve their security posture 

and ensure that their systems are up and running. The very 

same machine data generated by IoMT devices will be critical to 

monitoring these devices, securing them against cybersecurity 

threats and ensuring patient privacy.

The future success of IoMT strategies for healthcare organizations 

will in large part depend on an organization’s ability to harness 

its machine data. Hospitals and clinical networks need in-depth 

visibility from all the IoMT devices across the entire hospital 

network. Providers need to protect each and every endpoint 

device from potential cybersecurity risks.
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https://klasresearch.com/report/medical-device-security-2018/1471
https://klasresearch.com/report/medical-device-security-2018/1471
https://www.splunk.com/pdfs/customer-success-stories/imprivata-case-study.pdf
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ENTER SPLUNK

As healthcare providers work tirelessly to combat potential 

threat actors, security operations should be at the forefront of 

their strategy. Splunk provides security intelligence across the 

healthcare ecosystem to support initiatives, and in this instance, 

works to ensure patient safety and confidentiality in relation to 

unsecured medical devices. Splunk can also help you protect 

patient records, optimize existing systems to improve patient 

care and enable online and mobile access.

Splunk software can help you with: 

• Greater Cybersecurity Protection: Reduce the threat of 

cybersecurity risks across all segments of the healthcare 

industry.

• Improving Patient Outcomes: Ensure new IT systems are 

working together seamlessly and that potential bottlenecks 

are removed. Monitor the delivery of patient services to reveal 

opportunities for improvement in care.

• Real-Time Fraud Detection: Monitor and detect anomalous 

behavior that can indicate fraud, including doctor’s specialty 

codes, treatment codes correlated with the age of the patient 

and spikes in treatment types.

• Reducing Billing Errors: Compare charted fees to the amount 

that was billed. Monitor HL7 data transactions to reduce the 

most common billing errors.
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• Operational Intelligence: Obtain a real-time view into the 

operations of your healthcare organization by ingesting data 

from key sources, such as ICD-10 codes, HR employee data 

and asset database information.

• Monitoring Drug Dispensing/Pharmacy Monitoring: Monitor 

and correlate electronic pharmaceutical records, drug 

inventory and electronic charting data.

• Ensuring Patient Privacy and Regulatory Compliance: 
Provide regulatory and risk management compliance 

requirements to organize the mass of unstructured data sets. 

• Using System Data for HIPAA Compliance: Preserve data 

integrity while normalizing specific actions across data types. 

See what records have been accessed from across the system.

https://www.splunk.com/en_us/solutions/industries/healthcare.html
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GETTING STARTED.
Ready to bolster your healthcare strategy and gain 
visibility across the entire ecosystem? Discover how 
Splunk can secure IoMT systems, provide security 
intelligence and detect vulnerabilities before it's too late.

https://www.splunk.com/en_us/solutions/industries/healthcare.html
https://www.splunk.com/en_us/solutions/industries/healthcare.html

